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6909, H™Igd0E 330350 LoFoMmMgdl Asbsbargdsls,
6505 899l M3sLMbml 30dgOMLsaOHMNbMIdOL M-
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00l 95396900l gomdxmdglgdol Lozombgdo, dog-
6900l 3M90MEgdoL MoombsemMa dgMbgzol bo-
8093909 53396HOOINWs JEo3hoze fjodby
©ox3dbgd o 3M03GHMYMmOxz00L 453mygbgdol  Lo-
30mbgdo, Mmym®ogss ECDHE (gem03@o3n® fomby
©587)96907)0 ©0B-39dabol 989dgONwo Seopm-
60000) s ECDSA (900330396 {omby oxmdby-
0o 3086w bywdmfgMol serym®omdo), Mog
Lsdmogdsl  0deg3s, 89930MEIL  gsdmygbgdoeo
dogmms 3090 gdol MomEgbmds s 53539 OMUL
3m3307)HON Jugwdo o)dxmdILEYL 3Mdbogs-
300L FobslosmgdgdO.
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bg®mdo BoMhgmeos @s6339M9wo  FoMmds@gdgdo,
©OoLmMZ0L 3393 SMLYdMOL Lbgsalibgs godmi)zgaa,

MHMIJ05 250oabgs BoldBHedM 33¢g390Ls s bo-
065066m Lsdmdomgdl Imombmgl. s0bodbwmwo 33¢g-

3900L 999300 gdMds  A50M{3gME0s LOFSEo0m,
H0Igeog 999009abs0Ms© dgodegds sofgMmls:

1. 85098530300 9mEYgdo 0bgmOHIS30IWwo
MBogO®mMbMgdol LolEgdgddo. 30d9MMLsgOHMbMYdOL
bgOMdo JOMN-9OHMO oMM SB3g]E0s Fo0gds-
3039900 3mgegdol 3s8myqbgds. obobo dmbszgdoms
©5330L  LobEYIgdol  oBsobols s 033¢gdgb-
&o300L bgabsfymgdos. mdiEs 56 2o0momoEbgds,
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60 gL A98myqbgdymo dmEgEgdolimol sdvy-
353009 sbsewo 1dgdgdo, MMIgEms godmygbgds Lagm-
0mE d933wol bsodgomo dohbgmer sGLYdME 8g-
0MEIOL. 53 3OHMEgLOL 2obbmMEogwgds o Gg-
LMOLYOL O MM FMoMbMZL.

2. 3356100 3003099390l 35630m5Mgd0L 3gML-
399&H030. OLYOMBL FMLEBEOGDS, GMI 3356@MO 3Ma-
309GIONo HIbNEmyo0l Fedmyggbgdom, Govywro
5EMmOOmIgdo  dgodegds  obgl  s®G030 o
UH60530©  s@lG@gdso. 50:5050 d08@obatmgmdl
33)35 0¢) H®IIE ©BYBY IBs ©EIMYML 33ob-
A0 3000309 JMIOO ©5 MHMTJEO SERMOH0TJO0 S
356589¢%®900 d90656:6mBgdL J8g00 dobo sGBYIMdOL
3060090do.

3. sbosemo 3OMEGHMIMEIO0Ls s bEIbIMEHIOOL
d99865. 30096HMLsBODBMGIOL bLBgHMIo sHoEo 36~
AMIMgdoLs o bEIBEIMEHIOOL F9dw9ds39ds, Tomo
2393039905 s ©sbgMyzs bobaMdmog ML dm-
0mbmgl. gl 3GMEgLo dMmoEsgL oo sEyMMomdol
FobsllosmgdOl 33eg390L, MGMIgwog fermdoor dvy-
F500d5L 29eolidmdl. dgledsdolo bEsboomEol dgdv)-
853900L (959., NIST) 5 500560900l d9dama 0fygds
dobo 3930390 gd0L 3OHMEgLO, HMIGEos Sbg3zg boby®-
d0300. 9MHBJME0 S 5005M9dwo LEBEIMEJdO
bdoMo@ 3MEI0gds by, Mosb Bmyoghomo me-
24960B5305 96 gmsbbdgds 90 (33¢00EgdgdL s Fmbs-
©@®Ebgwos, HMI 356M5¢gMs© dmbogl OHmyme 3
33900 BEBMEHJOOL, 0Ly SbEPOL 458mYy9gbgds, bm-
@ Jugeds Mbs MHOHWDb3gEyMml M 3356dL FmGOL
300Mb6035300L dglodegdemds. gl 3396090l s0dv-
@90l NHBOMB3gEYgml HMAMOG sOLYOMEO, 0bY yo-
Bobagdm@o 1Eobs®@Hgdol 3mTomds.
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3539M900Ls s Lbgs mMasb0Bogogdol gogegbs.
3996039960 dmfigmdowmdgdo, HmAmOE Fglo, dams-
©5© 3mBsmdl 139308035300L TbdsToLOE, T3S
bHdoMs, HMEILoE bb3oolbgs MmMysbobBoros s oMo
9653956Mmb0g® BoBBYBL 0lsbogl, gMgazs 59 dmfiymdogm-
0900L 3990500530, 30MMYOS 0E3LYDS. FdRIW0MS,
35396900 000350 995096 MBsBMHMbMIdOL botzg-
Bgob 3OMEBHMIMWIdT0, Momd 5M535MMYIE0 dbom
398009gbmb olobo, bmwm bmyogdmo mMsboBsgos
999690L FbM3gbsl 3BrM530oLEHJOOL §obody, Msms
Jomno LobEBgdgdo dgo3o3gl 9.5. "m39bs Fglsbigang-
@adl", HMIgd0oi Ldw)seEngdsl Jolzgdl OO dmEw)-
@mdol dmbo398990sb 3mb3MgEHWwo 0brm®mTozos

5003000 5dMOMMmb.

doMoms©o bsfogro

GOBL3MOEHOL EMBOL MbsBOPbMYdS

239630bomm  06xm®m3s30mEo  MLsgMmbmgdols
396300569008 doMH0MOEO 9BHO3980 s 39ML39JGH0-
3900 HTTPS 958myggbgd0mo Lbob@gdol dogowomby,
Hmdgog HTTP 36m@™3m@ol 40wdxmdglbgdoeo
3960Loss, (HTTP Sequre). dobo gobdgombo®gdol Bm-
2900 bdgds Bsh39bgd0s 1-9¢ LyGomby.

OHmameE 1-geo bmGomo 430P39690L, 400myqbyg-

0000 LobGYdgdo, GmymGoigss HTTP s HTTPS,
9Y46©bmds TCP/IP 36Hm@Gm3mmadl 0b@gmbg@do. TCP
3OMGMIMEO0 2 BOHMB39wYmBL Lsodgm dmbsggdms
2390053995 3€009b@Ls @s LgMZzgOL TmMOlL  m-
23037600 3530060L aBom, Mg 36093600 mzbs bgarls
mdrolb dmbs3gdgdol o3oty3sl, dorbgsega 0dobs
obobo ©sd0xMHYdIM0s vy s6s. TCP 3HMEGHM3MEO
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9mbs39090L 5004350l MHMYMOE 350FJdOL J0dEg3™IM-
B3l o 99 Jugerdo bgds Imbszgdos 35MY39, ob
390533935 089MMRL ,d3MMz0 BobxMOL* Tgorm-
©om. IP 36Mm@EHm3mo, mogzol dbMog, 9ymHbmds
3mb5390ms 35393900L IOGIRMSTME 4505(39ToL 0B-
G9MbgEHdo, s obog dga™dgdol dgdmbggzsdo sbm-
MHEo0gIdL  35393gO0L  29bTYMMGO0m  Q5HE9dSU.
TCP/IP  Lob3gdgdo od@omMms© odm0ygbgds 3me-
36530 Jugegddo, LOWSE WIE0S BHMRYMOG
9dmbs3gdms 9930000900L 50dmBgbol, olg domo dgb-
H6gd0b 997JoboBdgd0, Mo 30ME30M 353wgbsl sb-
6L 0bBHIMbgBHOL  FE0sb  MLIFOHPHBMYOSBY
(Andrew S. TANENBAUM, Nick FEAMSTER, David
WETHERALL, 2021).

bs 500b0dbMl, M, 3HMGHMIMMIdOL bE930L
d390m mbgby, 06@gMbg@do bdomow 4s8moyqbgds
dmbs3gdms 3m©oMgdol 3gomEgdo, MMIMIdOE 6o
dbmemE 9930003900l 5©0dmBgBl »BOHMbggarymyl,
3659900 3500 535G MM ZILHMOOOL glisdengd-
@MdsL.  Fodwomo, 39dobyol 3meo (Hamming
Code) mB6M+vb3gaymal do@wdHo dgzmdol smdmBg-
Bols @ gobfcmMgdsl, bmwm GHoE-bmEMmdmbols 3m-
©oMgds (Reed-Solomon Encoding) godmoyggbgds 3539-
GO0 993mdgd0L  dgLobfmemgdws Logzmdmbogzs-
3OM 5Mbgddo.

TCP/IP 36m@Hm3megdo doMomomo@ 3slvbolidyg-
3905 dmbo3gdms Labm goo3gds®y (Data Integrity),
052050 56 MBOHYO3grymal Imbszgdoms 3mbzoqb-
3OS YOMBL 56 MLOGFOHMbMGISL. 5856 30 godmofigos
HTTPS 999dbobs LoFo0mgds (Charlie Kaufman, 2023).
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HTTP Hyper Text Transfer protocol, 3ndgMmEgb@nmydol geoEgdnl SAHmdmimomn
HTTPS HTTP secure, gbommoibm HTTP

SSL Sequre Sochet Leyar gbamymombm bmigdalb 8fmn

TLS Trasport Layer Segurity &imeb3mfmdalb mmbol pbagfmombmgde

ECC Elyptic Curve Cryptography Jrmnddadnm fofbg ey digdnmo JAnddmafasng
RSA abodjddmogmo JHnd@dmafesonb djmmoen

TCP Transmission Control Frotocol

IP Internet Protocol

3) by, 1,

MmOz b, 1,8 430839690, SSL/TLS 3Hm@Hm-
300 3gdsmgmdl HTTP s TCP 36Hm@GHm3mamgdl
dmol, HMaMOE ©FsGHJdomo IMYg, Mol dobs-
Bos 300096 s LgMH3zgML FmGmol dologdgdols 36rm-
39LOL 2oBbMEME0gEgds. gb 3MIMILO 99Y30EGBIE0S
39900930 9&93500Lm30L, HmEgbsg HTTP 36Hhm@EHmzm-
@030 o0fygds dmbsigdoms gogawrs bLodgBHMomwo
FogzM5300L  5eymGomMTgdoL Asdmygbgdoom. sdobom-
30U, SSL/TLS-0b goMemqddo 58m0yqbgds sbodgd)-
00 3O03EGHMYMOIB0S VOO FoLOMIIOM, HMYMOOGES
RSA, ©093-39wdsbob sqnram&omdo s ECC.

SSL/TLS-0ob do®oms@o dobsbos 89dgao Lbsdo
0060l doefgzo:

o 3w0963¢Ls s bYM39MOL Mol FgmsbbIgde)-
0 doxmadol 3M9dEgdol sYI6.;

e 30gb@ols ©s bghzamol (BJomsw Lghmazg-
60b) 599630353095

e 9ogMs300Ls s ©YIoxME00LmMZ0L LsFomm
Lgboob 4oLOEIdOL oYIbo.

50 830Bbob domfigzs 993936905 FogMobY s Fogtg-
00l 30900l 369090L. dog®o (Cipher) 3003&HMy-
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530500  250mygbgd o olgmo  HSEIRMOHOMTGDI0Y,
HMYMO0(359, F9390005©, FJ0RM(305, ©IIORMS(305
@5 bbgs. dogg®mgdol 309dmwo (Cipher Suite) {o®dm-
500396l G0xzMm9d0L gHOMBEI0MDIS, B33 FbsMYqdL dm-
6ol 3006035305L MBOHMB3gEymal.

29630bowmm dogMgdol 999gao 3M9dvgeo:

AES With SHA

TLS ECDHE ECDSA With

GCM 256

FoggMgdobl 50 3Mgdvyedo:
- TLS g9oblsBegMogh dmm ©Mml dmddgo
39Mb09gd0s6, TLS 1.2 56 TLS 1.3 — gho-gmH .

o TLS 1.2 gg®bool asdmyqbgds 693mdgbogdvy-
@05 dmm 15-20 §geos. 0go 9903536 37 Mom-
©96m0d0L Jogmms 3MgdwYb.

o TLS 1.3, 0g0 3o65bargdveo s 30L9dM0350
293X MdgLYOMEO 39MLOSS, IMoEegl donMg-
0oL 5 3090mEl;

Diffie - Hellman

- ECDHE (Elliptic Curve

Ephemeral) ©©0g3-393560L sqnam®omdos, Gmdgeogs
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0Y9bgdl  go3BHo3zm® Fomby ©osxnmdbgde 3M03-
AMM58309L @ 2930360005 gMHOXIMIO 250MmYg-
6990 LoAgEHMOMEO Fobowgdol dgboddbgwrs. bydvwys-
@705l 0deg3s FobbmMEogwEL 9.§. LEwymaowo

(Perfect Forward

BO35MOOMMO  3H03GHMYMGB0O
Cryptography), ©o3 9909305 3003965¢r0bobodo,
50yo0 gMmbs s 03539 FoLOLIdom Abogzbogdols
053083360 56 bgds;

- ECDSA  (Ellyptic Corve Digital Signature
Algorithm) 9e003¢ 03996 fombyg oxzmdbgdmwo 0s-
Mo bgedmfigmol seram®omdos s Egolsmgzol
003905 15)139009LM 5EYMMH001T;

- AES 128 GCM s6ob AES (Advanced Encryption
Standard) bodgEHMOIO FogOHHFOOL goblo3MMNEMYdWY-

@©5© 9B9JHWMO0 sSeymdomdo, 128- do@osbo Lodgd-
00 LOVIBIOM O Foysls JMzEgeols dgom-
o (Galois Counter Mode), ®53 bod9oegdols 0derg3s
239005034D936mb  dmbs3gdgdo, MMIWwgdosg MmamO3
3Mbx30gb30sw®, slsdog®msg, olig wos GgJu@Gom
23003b5398 boffoergdl 9goEagl;

- SHA 256 3603365530990 39906900l semgm-
00309, HMIgo3 §odmoyqbads Hmam® 3 30ROMEo
bgdmfighob, oby dmbsggdmes 4owo3gdol LobimMol
3MbGHOMEOobL bszombgddo.

MHMELOE 3ogbBHLs s bYMH39OL dmGol Jodo-
Bo®gmdlL  303mbB03s309, T90dergds Asdmygbgdgero
0ymb IbemmE Ms9©9body seam®0mdo, dsom dmeob
0BLEBIOMYdM FogMms 3M9dMEgd0b. s80FMI,
LoFoMms 450603396, OHMIgao Mg3mdgbgdweo 36g-
09005 bgerdobofigomdo mGmogg dbsmobozol s
d900bgL Loghomm 30gdwo dmbsggdms 4o33wol-
»30L (Nakov, 2018). dmem 39MHomdo y3zgmsbg
3930339090 wo TLS 3Ghm@Gm3meol 396bogdos: TLS
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1.2 @05 TLS 1.3. TLS 1.2 8cm0@3s3L 37 bbgoalibgs donem-
b9 ©539d6gdMe 3M9dMl, bogrm TLS 1.3, Hmdg-
woi TLS 1.2-0L asbsbgdmemo s omdxmdglg-
dMwo 39MLosy, dbmewmE 5 3M9dwb, OHmaMO3 gb
9m390v90s 39-2 bLBsmBY.

1. TIS12 ECDHE ECDSA AES 128_GCM SHA256
2. TLS12 ECDHE ECDSA AES_256_GCM SHA384
£
2 A
=]
&
~
I~
3e]
3. TLS12 DHE  RSA  AES 128 CBC SHA256
\
37. TLS12 DHE  RSA  AES256_ CBC SHA256
3)
(1. TIS13 ECDHE ECDSA | AES 256 GCM  SHA384
2. TIS13 ECDHE ECDSA | CHACHA20 PO SHA256
c | i LY1305
n |
2 3. TIS13 ECDHE ECDSA | AFS 128 GCM  SHA256
€] i
M '
0 {4 TLS13 ECDHE ECDSA | AES_128 CCM_ SHA256
\ '3
5. TLS13 ECDHE ECDSA | AES 128 CCM  SHA256
%)
by®. 2

Omym63 LGomo 4308396900, TLS 1.2-3o momm-
9990 GogOHms 30HJOE0 ImoEegL 5 dobsliosmgdgel
5 37 36090mwl, H®3gEms dmmol Bmyo dgodergds
0gmb 8mdzg@gdwo @s 33wsy gbsOhbyd o
BBy gdLy s bgMzggmgddo. TLS 1.3-0b dgdmbgg-
3500 30 dbmwmE 5 3090ME0s 45BLsbOZOWWO ©s
4395 Jombo 0ygbgdls ECDHE s ECDSA dogMgdl,
653 30mEgLL 350GH0390L. (LMsmbg gl Fomdme-

daboos figzadow babgddo dmgsgawo 9wgdgbdy-
d0m). 5353HJO0m, JE03EH0IMNMO IM03EHMAMIBOOL
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3990996905 byl Mfgmdl LOHMEIYMBOWO BMMZSO-
0900 B0l 3oBbmME0gwgdsl ECDHE-U g0-
dmyggbgdom o ECDSA-U @obdstgdoo dowfgmen
LHOox3ddggdsL (Nohe, 2019), (Corbellini, 2015).
5023565, 30gb@Ls s LyMz9OL MOl 3mdwy-
6035300LmOL boFoMmms MMAMOE 3K0gbEL, obyg bgM-
396U 06LEHwoMgdMwo 3dmbogl ghmo boghomem 369-
0o 35063, Moash TLS 1.3-do dgdagoen 3090v-
@adL g439esl 943l 9o s 03039 MO0 LsgMHo™
9w9dgbBo (Lwe. 2, d) ECDHE s ECDSA, dologn-

3900L5b 85000 2330 LOFOOM 56 SMOL S bYds

&

gy dbsGobsmgal 3brbdogmos bagHoe

3M9d9egddo 8qdsg35¢0 ©ba®mbgbo 2 9angdnb@ol
3933, 53335650, 3090)Md” 3HOHOE:

TLS 1.3 AES 256_GCM SHA384

TLS 1.3 CHACHA20_POLY130 SHA256
5

TLS 1.3 AES 128 GCM SHA256

TLS 1.3 AES_128_CCM_8 SHA256

TLS 1.3 AES 128 CCM SHA256

39b30bommm  3¢096@-LgMmzgOHmo  MGOMo -
0mds OHMIo, GmEs JndMbozsgool Fodmdfygdos

30gb®o (L. 3).

303630

JmgbBo

Jmogb@o

MoV

Jaogb@o 9.

ECDHE o ECDSA

1. 3erogb@oldobocdgds
TLS 1.3-80 Bgdagscro Bogégdols
3600 meegdollos

lg™g9ol dobserdgds
Lodg@tovcro gabamgdol fofro
BB GHOR039H0L gowoEgds
Box®NBOL 3GNdIcmob s8cthRNRs

3erogbdds ngbﬁmbg@»

> | gfhggfo

Lgfagfno

Lgfzqfno

Lafggfho

L. 3

3w09b@ol dbaty

1. 3aogb@o ofygol 3mdmbogzsiosl dolbsgrdgdoom;

2. 309630 bgMzgMl aosb3gdl TLS 1.3 3GmEm-
3000 35m35¢olobgdme 08 3MgOEgdol Losl,
MmIgeog 9ol 0bLEGSEOMGdMOo 59d3L. LgMZgMo sQs-
M90L godM 399 bosdo sLYdEo FogMgdol 3Mg-

0adL bgH39Hdo 0bLESWOMmYIMO 3GMJOMEgdOL
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Bodmbomgzgals s, LagMmm gargdgb@gdol smdmBqabols
d900mbgg3o80  sbgbl  Lowmzgogbeml  o®Bg3eL, Mo
396M300L HoM35@gd0m 3MZ3MdsDY F0mMOMIDUL.

3. 3w0gb@Ho 049690l ©0g3-39edsbols seramMom-
390L 5 96LEBOZM3L Msz30L Foer Imbsigdl, GmAg-
o 3o0moyqbads LodgEHMmoo FoxgMogool obs-
0900l 29bLyBE3MOL 3OMmEgEw®sdo (6. wmdobsdy,
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Abstract. The development of information security systems and increasing their efficiency can be considered on
the example of HTTPS, which is an improved version of the HTTP protocol. HTTPS provides data protection during
communication. The use of TCP / IP protocols over the internet is the basis for reliable data transmission, although
they cannot guarantee data privacy. This requires an additional security layer, such as the SSL/TLS protocol, which
provides secure connections between the client and the server. SSL/TLS protocols are one of the important
technologies. Its use of encryption and decryption algorithms between client and server protects the connection
from criminal interference. This process is based on mathematical models and algorithms that constantly need
updating to be able to respond to modern cybersecurity challenges. The article discusses the issues of improving the
efficiency rate of client-server relationship characteristics in a computer based on rational selection of cipher suites.
The issues of using elliptic circle-based cryptography are highlighted, such as ECDHE (elliptic circle-based Diffie-
Hellman ephemeral algorithm) and ECDSA (elliptic circle-based digital signature algorithm), which allows to reduce
the number of ciphers used on the one hand and at the same time improve the communication characteristics of the
computer network.

Keywords: Eliptic curve Cryptography, ECC; Elliptic Curve Diffie — Hellman Ephemeral ECDHE; Elliptic Curve
Digital Singonture Algorithm ECDSA; HTTP Sequre; TLS.
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