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Abstract. (...... ) Modern automated technology process control systems and the chances of attacks on them are
examined in this article. It studies worm virus, Stuxnet, and its detection at the Bushehr Nuclear Power Plant. It also
analyzes ways of carrying out attacks on critically important objects, and provides analytical tools for the security of
technological process systems. The ways for discovering nodes compromised by the Stuxnet virus are proposed. The
article considers technological network of typical topology and its typical vulnerabilities; it analyzes the Modbus

protocol, the routing system, and passwords on Cisco routers.
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Awmnoranud. (...... ) B crathe paccmaTpuBalOTCA COBpeMeHHBIE aBTOMAaTH3MPOBAaHHBIE TEXHOJIOTHYECKHE
CHCTEMSBI yIIpaBJIeHUs IPOIeCCOM U BEPOATHOCTh KubepaTak Ha HUX. M3ydaercs BUpyc Stuxnet u eTo OGHapyKeHHe
Ha bymrepckoit aToMHO#l 3eKTpocTaHIMY. Takke aHAIU3UPYIOTCA CIHOCOOBI COBEpLIEHMSA HalaZeHHi Ha KPUTHU-
YeCKH BaXKHbIe OOBEKTHI U IIPeZOCTaBIAIOTCA aHATUTUYeCKIEe HHCTPYMEHTSI IJ11 obeclieyeHIA 6e30IaCHOCTH CHCTEM
TeXHOJIOTUYEeCKUX IIpoueccoB. IIpenmoskeHbl CIIOCOGBI OGHAPYXEHUS Y3JI0B, CKOMIIPOMETHPOBAHHBIX BUPYCOM
Stuxnet. Bosee Toro, B craThe paccMaTpHUBAeTCA TEXHOJOTMYeCKas CeTh THIIMYHOH TOIOJIOTHMU U ee THIIMYHEIe

ys3BUMOCTH; aHanu3upyetcs mpotokosx Modbus, cucrema MapirpyTusanuy u maposnu Ha MapupyTusaropax Cisco.

Kiouespie cioBa: AEC «Bymep»; 6e30macHOCTh COBPEMEHHBIX aBTOMATHSUPOBAHHBIX CHCTEM YIIPABIEHUS
TEXHOJIOTUYEeCKUMH IIpolieccaMu; BUpyc Stuxnet; mapurpyrusatop Cisco; mpotoxosn Modbus; maponu; cucrema
mapupyrusanuu; SCADA.
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